it lndernel, S0 we e
uluJ:JTIj} ok, b the
I pateway 1o the modem
wishd, The most ponweriul
relevence sowrce you'll ever wse. The
future ol modedn oomimLEsCalion.
Sadly, a5 wilh 5o many other things
I thee modem workd, there we
penity of unpledsant things about the
Mt toa. The wery nature of the
Intermet relies on 4 two-way dislogue
belng established over a network,
bl there are many people who e
oul 10 use he Bne of CommuaCston
to Lok advantage of your' machine
Take hackers, for instance. These
unscrupuloys (rogrammens ane

nte -
s DH THE ED constantly scannang the Net for open
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ports” that they can infiltrate & uwe
for their own dubious means. If you
ngtall a lirewall on your PC and
imdnibor the number of Umes it jets
‘pinged” you'll be amared

Bust hackess en't the only threat
1o youwr security, The mumber of
wiruses it can infiltiae your syshom
aruf caume hovoe it your PC and files
& ruitiplying & the ine, ared you'l
need 10 be both strectwise and sman
1o b e bugs 9l bay

And what about spam Jurkaval
has long plgued the inbores ol maost
Mel aficionados, bt recont studics
sugzent thal the problem al
urssainited emal s geting worse
Much wone

SECURITY THREATS ARE RAMPANT ON TODAY'S INTERNET AND IT" “
PAYS TO TAKE PRECAUTIONS. DARREN LOCK SHOWS YOU WHAT
YOU NEED TO DO TO TURN YOUR PC INTO A VIRTUAL FORT KNOX

Don'l forgel spyware cther. T
relsivcly now phenomendon, which
snealdhy instafly el on your
maching and sends information b
you il your Met habats back (0 the
firmn that instafied i, & poleritially
miost urgleasant of 3l Mot nisties.

And with so much publicity i the
nowspapers recendly, we hardly nees
10 revmind you of the impontance of
keeping your children safe while thes)
st the Mel

Bat don'l woery ~ there 15 8 way
1 Tt Beack agaknesl these unaeen
encmecs. Read on and well revead ol
ol the exsential tps and tricks that
you need 1o keep both you and your
farmily sale o the Weh



SPYWARE -
THE PROBLEM
Spyware s a paticully insidious
Jorn ol software snooping. |t &0
imlciaum, 1 thad i doesin 't set o
10 ke ovee your PC, bud its always
wairkng in the background, akvays
mRnlonng your Mes ocoess. It can
be yed B0 accesy private
Infcrmation, but i mostly dsed (o
peerale parsonalsad ad banners,
Wi the introduction of
Windows XP, Microsolt mtroduced
3 aumber of [entures that could be
fegarded i spyware. There's the
amor-feparting feature that oeadey
3 detailed report whenever your
maching crashas and then serds it

Back 1o Microgalt HO), Then there's

Windows Media Player’s abiity to
ikerllfy wour PC 1o Web siles
whenever you download and Rsten
K msic,

i you've downlcaded certain
sharcwafe applications, in
perticula the poer?poer file

does B da?; This s a
* remowal tool. Jusa

¢

"_a._..__..z-_“_"e.

=

B sncaly. dewious, sl we' dov] Whe 1 much,
bae G iveps plugpigy resy 8 pour macfiog

sharing application Kadah, it s
mosl likely that vou've anstalled the
Galor spywans o your comgiider
Iwwew, galoradvertisinginformation
network.com), Galor conslsts of
boor modisles; the main Gator
application claims 1o autocomplels
Wb forvns (this is lodally -
UnMBCessary &5 Inemet Explorer
has been able to do this since
version 5.00: OfferCompaniodn Is
1he advertising spyware module
that spies on browsing habits,
initialises pop-up adverts and
sends personal information back to
Gator; Trickler ks an install siub that
ihnwnlocdds a8 the other
components sbently under the
ser's nase; and GAIN is the
newest incamotion of the Galor
spy miosdule.

Reading the signs

S0 how can you spat i wous
computer s infected with spyware?
It's simpde = Il you suddenly start
Eeling srange pop-up adverts
appearing when you use your Web
browser or your home page has
been changed without vour
krowieedpe, you are being snooped
upon. In fact, Il you heve used the
Infernet in the past seven days then
It is wery likely you have same
spyware installed, 1's everywhere

Scare poormelf by siing CoveerEgsiodod s
weesny ot how Il of tecwrity hokes pee PC i

SPYWARE -

THE SOLUTION

I you're 3 Windows XP wser and
wanl 1o remain anonymous, there
ae a cotsple of things you can do
1o s1op Bill Gaes and his cronies
snaoping. The first is 1o wm ofl
ermor reporting. To do this, rght
chick the "My Computer” Icon and
sehect "Properties . Now click on
the ‘Advanced” 1ab, select the
Errod Reporting' tab and uncheck
all the ltems on this page
including: "Disable Ervor Reports’
Mext up, dick the “Yools™ menu in
Windows Media Player and then
choose 'Dptions’. From here,
stlect the "Plaver” tab and uncheck
the ‘Alow Intemiet Sitos 1o
Unigueely identify Your Player” box,
These are just two Wiays o lurmmg

| ofl X5 sell-maniloning features,

Far mare mbormation, visit the XP
Aritlspry sile (wwwxp-antispy.de).

Be aware

One application you shouldn't be
withoul if you are intent on
removing all spyware rom your
PC s Livasolt's AdAwore - and
wos can downlosd this wonderiul
fintle app from www. lavasofiusa.
com. This free ulilly scans your
Registry and oll the soltware
modules nstalled on your PC, and
then identifies which anes have
spyware capabilites. With o few
mouse chicks, your machine will
be cleansed of the pesky
progroms, but be warned, you
should always back up your
Registry before you start messing
arownd with it Luckily enough
AdAware lets you do this before
the changes e made

The rough and the smooth

Of course, AdAware will present
you will & long list of applications,
50 how will yiou know which are
malicious and which are harmbess?
For a rounded education in all this
spyware, héad over (o the TomCal
Intermel Solitions tite o

www tlom-cat.com. This sie has a
full Bist of spyware spplications
anud ks #so Jam-packed with
excellent information covering all
areas of Internet security from
viruses o firewalks

Mame: 5yl
ORL: b fueeurivghelade
Cost: FREE

What does it dol: This appicaion
nol anly refrovis spywane/atwarn,
but i ateo remmaoves keylogeers such
s Deskiop Dimectnve 2000 and
utagr bockeds it fesure
popular sftwoee pockage such s
“Paint Shop Pro and Winfip,

Wihy is it 50 good?: Thi 1 vory
simitar w0 Ad-awane but it takes

e you have removed all this
spyware, you meght suddenly
notice that applications such as
KaZaa will stop functioning. This is
beciuse spyware components are
essential for the main application
fo run, To gel around this, you
could try KaZa Lite
{www. kazaalite.com), which has
the hunc I|||r-.||||1_,-' al the ||r1R|;l:;||.
oy without the spiyware, Watch
out, though, because KaZah Lite s
a5 black market as they come

Experienced PC users should
check out the CounterExploited sse
o www oo g, Be wamed - i you
mariage fo digesd all the frightening
infermation on this site, you'll never
wisnl fo Lse the et again
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Asplpy gove you the meds sfory o0 o
spyware [l ptrvation Windows 17
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The wery st Compuier vinuses can
b traced back 1o 1981, when the |
Apple 1l Operating Sysen was
placed whwler thicat by the spread

of pirated coetputor games. But it
wakn' wdll 1990 that Symantec
Bunched Moron Antiine, the

very v sl progyam

olicn appeil Lo your vindy of yous
cuniosity, The bg virue of 2000 was
The Love Bug, which mtroduced
el with e sulyect line
“ILOVEYOL®, In 207, it was the
Anng Kourmilovs vinus that tempied
you b look ot pictures of the female
lenni star, b both cases, the
recipeent recesed & nasly Visual
Barsic virun, Virues can only wodk d
WUl e OF un an Miachmenl, 80
the emalls showld be sale o delete

Mary of these emal vwises are
mowe ritating oo harmehul. They
roplicate thembehees b svfinim
and clog up emall servers arodnd
thie weorld, Bvrivagirg chown motwodka
They don'| damage youy [eersovial
computer, bl they do screw up the
sYSIEm 100 everyone

OH course, the momd dangerous
wnses we the ones that demegs

“Treat every email that enters your
inbox with suspicion. If it contains an
attachment and you don't recognise the
person that has sent it, delete it.”

Durwng the 195 0%, the popolarnty
ol the liveimet mcreated. and w0
dhd the rambser Of wirusos exsting
i ‘the wild in lacl by 1992 the
mutiter of kit v
increased o 1,300, 2 g of 420 |
peroent unce 1990

Thee ol successhal vinises
e been emal-based. Some of
thic more well-lnown inchade the
Wiclissa virus, which replicotes asell
by ralding your emaill address Ionok
ank? senchng itsell 1o 50 ermad
it s shoied theye Vinuees

yonr machre. Mol Mess u yous
Ciperating, Syxtem, soime ielormal
wou' bl e e ihie wons!
scramible vour PC BIOS chip
Eatally darnageng it meotherbood

The shadowy figures

o who i responsible lor creating
these wiriinea ™ In the wery
begiring, il was cames! young
programmens irying to cresle sell
replicaling code, just to see if i
could be done. Nowadays, @ lends
o be tectuge code monkeys with

colouri names like TeXCnOPank
of Warerwirard. To them s the
computer equivalent of Lagging o
wraffiti in the real workd. Then
there are the amateurs of SCrigl
lbdohes, wiv just maodify eaxniting
oode o creste thelr particular
beand of mayhem.

W you do manage o coniract a
chance you right
nal even know you hanee one
Some are progrsmed Lo ek o
the background and scivato on 2
cerimn date, while othery run
immediaiely, With sell-rephcating
el viruses, there's & strong
chance you'll receive an emal
lrowm poumecee o youn sckdress
book bringing attention o the T
Ul you v just sent them b vlius

VIRUS PROTECTION -

THE SOLUTION

It can b cuite difficuly 1o spot | you
hawe phched up 2 vinas. You may
oxperence yius comgnler Cralhing
of wour ternel connection might
show (homat) 1o o crawd with slaiming
regularity. Files aod lolders. may be
deletedd of recorned and Wi
aphcations mary shog working

wirus, there’s &

vmare B Bald cught vl e

sliogether. These ane just lew of (he
s (hat sommetheng untowand &
hapgrening imide your PC

I R s already too lite and you've
ot & virus enbrenched on your
coempaater, here s ONg MESRETE YU
shod lonom about., Syrnantec’s
Secuity Response cenie
(bt securibyresponas symanies
com) has 3 sl of the leest v
theots | owell 23 3 downilosd
cerire thar lets you dowrilaad boh
I remove corlain vnuses [mm your
wystem i wou tuven 1 maraged o
identify the vinum, you can slso
an onlne virus chock from the
Symandec afle, loo

Observe and protect
S0 whal can you do o profect
yoursell (roim computer. viruses?
wiell the sl thing o make sone
v ik L il o coempuiter B
risk aof infechon in the lirst place
Every prece of emall thal comes
il your inbos ghould bo rested
with suspecsow. i it has an
attachmend and you don’
recognise the person thal haes senl
it, delete . Your virus cheches
shoukd abio be ceed 1o sCan a0y
apphcation or e you download
from the internet, Popute
poer .‘pu‘_n Fibe 1.ru||||5 prOgrms
ch s Kalah we particulacly
susceptibie 10 virus anack

Alwarys make sre that you have
a l‘g'l_'fl.tl Al wifus .'ﬂ:ltli.l;.lrﬂ.fll
nstalled on your Fysiom. Yo
don'l hive 10 #0 ol and spend
lots of money, either - there ang
parfectly decent reowano v
checiery that will do the job
Check ol AVG Antivina Inoen
Gitsolt twww.grisofl.oom), shich
is an excellen] reeware appilicaion
it ‘u.l:h AL WS indTuskon
wnd e all NCOMming aindd

FIVE VIRUSES THAT SHOOI( THE WORLD

APPLE VIRUSES 1. 783 [ERUSALEM

(1981)

Iiﬂﬂ




The s ook MipAiee s o o Dl sy
[P e i BTN Al

oulzning email lor exira
protectian, There's also Antivir
i free-av.coml, which can
detect and remove more than
50,000 viruses,

Dt remember 1o always have
!|II:I|.H antiwirs }-.ll‘ht.u-: ir ""'L'. 1]
e buickground at all times so il
e keep o virtual eye out fod
Incoimdng nasthes, 1S also o pood
Kied do perform 3 syslem-wide
s check every week. This can
be time-consaming if you have a
brge hard drive on yous
computer, so schedule i 1o
happen when you aren’t planning
1o use your PC

Invest in safety

o el the best vines prolection,
iy ane of the commerclal
pickapes. which olten bozst
Euves that are missing from
Hheir Ineeware cousins. Take
Meakee VirusScan (www.mcafee
eom) for cxample — the Isest
wcamplsn featues & Workd Vieus
Map 1o keep you inlormed ol
glehal outhezaks and uses
Betavdourbased heuristic
sanning lo pr-empl new vinises
Mestwhile, Symantec’s Morton
Aptivirus 2003 (www. symaniec,
com) detects and blocks vieuses in
swlanl MESSAgEny allachments
and ilises exclusive worm
Backing technology. Commerclal
products also Teature o
Upkitlng capabilities 1o endune
yoor software is watertight agains
Aew wirus variands

AatiVir e £

= Paimaral {ﬁi!.:tﬂ i

B e el ot lion Withont speralieg
s Ao M pecple o Aaniki T nbir

-

What does It dal: [his hiveaae ani.
wines application il helphdly pratect
o cormpur o Mo s attacks. ¥
o I It nurmng, i wll even thack
Al o your olsgoing and incoming emasl
foe you

What dows it do?: v you wonied
that the fils you've just dewnicaded b
infected with & virus? If 5o this Web
she dlows you 1o scan your files
oty without havang any antk-veus
sofhware installed,

Namve: MG Andlviius DRL: weewgiisoli oom  Cest: FIEE

Why Is It 50 good?: It gves you many
of th fratures thiat you would expect
o fnd on a commeencial product and
o et ek updates for free. o
Yiss would b a crazy foal nat to install
this-applcation.

Wiy ks It 53 geed?: Agam, |l you

et ot rownd to mnzalling any
ant-virs softwate and you want a
quiick resuln with the mirimum of

etfors, Easpersiy Fie Chockas will

delver overy nme

Mamma: Parvda Anthvinies Teamium - WRL: wess pancasalowon com — Costs 24

What does It do?: Looking tof &
shameware A wis applcason thal fhas
all e featuees of @ commerial miees?
Ty the Panda mnge. Ther apps am foee
¥ il and only S daily v definiion
Ui AW mEssing

I Manwe: Harion Antvis 2007 WRL: v symanter couk Cant; £3999 =

What doss it daf: Moo AntiVins Wiry ks 1t 50 good?: I you dont

wag the Fst application on the scome belmeve that 8 free program Bie AVG
back in 1990, L2 yoars laior and the Anti-Virs wall protect your system, you
softwase cuite i sl golng strong. I st besg Nostan's product. This & the
YU Winl @ no-hoitonms commanal lesading prociact in its fiekd and will
enni-vinus peduce, iy Menioh, koep your PC as ight a5 a dam.
Whrt does It do: If you am worms Why is It 5o goad?: This sie gyves
that your PL has already boen infecied — you the chance 1o mm o PC

by semeshing urmseloome, pay a vist healthcheck without mstaliing o

i this stie. Trend Hoogsecall will san sopanite pivte of sofweee, e &
youn eomper and check for vinses eonple of clicks and you'l know f yaur
abrolutely frea. PC % infected or not.

Mo Wi s WRL: wonivosbicon. et |
What does it dol: 8 you want 1o be Why is it go pood?: Thiz = an

kitpt up-io- dattee wath all the wrtmr R wisLrs (it that is constantly
happenings n the vinus workd, then updamd. I your paranoda noody
chick oot thes Web sie. Thows o daly  feeding, this site will give & o regular
newes sectan and a virus calendar o foar-course meal with #x updasis and
ke you i the picrime warahth of news.

Why is It so goodT: This = a viry
oot alemative ko Narmon and A I
wou Tancy ngng something a lie
dithermnt, and kke the option of paying
for the product, you shauld definisly
ghve Panda a spin

" Mame: VWyihs URL: vavwetnyinscom  Cost: FREE

Wihat does it dol: Hat all vinas a Wiy bs it 5o good?: We've of moens]
dangenis of oven redl Yes. therefsa 0 vines waining that s tamod ot 1o
whale woald of hoax vinses s this e e Thins sh proves tha, sthoush
Web site documents them all and gues  the majority of reports ase bue, theses
YO GO TS o0 fow 10 spot o nar harm in being vigam and chocking
genatine virls warning fom a fake one.  pour sources first
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Can the spam

SPAM -

THE PROBLEM

Having, your own email address is
one of the truly Eberpting advances
of our 2ge. You can contact people
on the ather side of the world and
niever be out of touch with anyone.
But every siver Ening has o choud,
and in the case ol email, it s spam
Basically, spam 15 electronic junk
rmell, il while the first few
instinces of il ane quile inligeing.
it begomes a personal bughear in
absolutely no tine. And with the
rate of spam mail almos! dosting
over the past year, It can by
downright intrugive. This isn'l just
becaute it k& junk mail - it's also
because of the ofien adull nature of
iis content, As you can't contial I,
you never know what's going 10
usn wp, which can be very
cmbarmassing il you receive Spam
ot work.

Dirty scum

Souimwiale [ very simikar (o the
spyware installed by apphcations |
such s KaZaa, bul this e it

takes the form of & add-on o
Inlerret Exploier, Scumware works
by Mijncking ks and Egibmme
advertising banners on the Web
pages that you visit. If you click on
one of these replaced banners of
linds, you will b redirected o a

Wb site that has paid up to be a
member of this scumware lisL
Scumware modules cismently
operating, include Gator (sec the
Spyware section), eZula’s TopText,
ePilot and Surd«

YOU'RE A WINNER!
Appealing o & i

e deves O Fave wal o
mm of solvwam in an online. By

ok

[RLL R
plctues

Nobgly Wy s ot o, Gret il of 8 Dy wring
i dremendon s Hlalvieber agation

Then there are the Web sites that
try fo hifack your browser, firing off
o multiucke o pog-up advets,
slenfing your email address,
changing your hame page 10 theirs
and trying to persuade your PC 1o
dhirwriload an applet your don't wan

SPAM-

THE SOLUTION

At the moment there ks no cure for
spam, but there are 3 couple o
sleps you con ke 10 keep your
email address safe. Many cmail
addresses are fermed stratght from
the Fewsgroups, 5o il you are a
regular contrbutor to a group, don'l
inchude your genuine email address.
Leave it oul, fake it ‘o add
something ke ‘removelosendemall’
Jusit te conluse the spam spybots, I
you have a Weeb site, then there’s a
pood chance your emal address is
o it and can therefore be femed
by spam penermors, Vsl te Antl-
Spam Scriptmakeer site thitp://
assmaker, mybravenel.com) 1o
dowiload an application that tums
email tags ino image {les, which
nre undetectable 1o Wb spiders.

g o [ e
ompaTied

lhrirabe e poan

Thartn ane warute

I.r|1l|1H" CRATUNEE U0 CUT

ania the Nt &
Afncans boanng "1Ir"

Ir's e, s wimple, v @70 1 pov (0, Tl fin
page 131 io see hewr e e Pog Lp Shoppo

¥ you ore looking, for something
io-sor theoagh your incoming mail,
try the Maflwasher application
{www.mallwasher.net). This detects
spam, delates it and then returns
the offending message fo the
sender with an attached ‘ernail
address nol found’ dumimy reply 10
confuse spam generalors

Nip it in the bud
To prevent the insidious peactios ol
hi-jacking your home fage seltings,
pay 3 visll 1o hitp://piwalczak.com,
the home of StanPage Guard. This
| solftware blocks any sie that tries 10
change your home page seliings
ard will restore them sutomatically
if any charges ane made

The Imitation caused by pop-up
browser windows con be stopped
teadd by installing the Iree version
of Pop-Up Stopper on our cover
CO this month. i blocks both pogp-
up and pop-under adverlising,
betting you enjoy an advertising: ree
surfing experienoe

Yol can also stop olemel
Explorer from downkosding
malicious applets. In IE, click on

LEET
% and i el
+d wy banknoll them +r-

s e
the
Thé

na|

e 8 g
Lo bl
1l

u faal!

| //internet Security Special | —

&

| Mama: SpamPal

What does it do7: Tha is 2 tiny,
unotrrusive emall fiter apphcation,
that wil st theough your emal and
enndicate afi that nasty spam. i
relies an & databoge of knawn
emal spam sites and & compatiie
weith sy POP maiiba.

mupum This s a ypost

Tools', then ‘Intermet Oplions”
hefone selecting the "Securly” tab
With the ‘liternct sccusity 1one’
selecied, click the 'Cusiom Level
Button, Work you way through the
fist of options, chonging the "Reset
To-" drop-down meiu Lo High'
Mow press 0K twice lo retum ko

your browses, Now you will be
| promgied whenever an application
wanls 1o install itself on your PC

KKK HOT GIRLS MSII."I'
(rvbaissly the majodny o
S0 youl recehe will hr of
thee pocnograple vanity Wy
&l fmends hoti, I IeCEnnig
i encihess tovernt of ih froin
irver subscnbed
N,f \rmiatineg

w0 youl 'wonded wiy




-

arm Gwww, oneslarm, com)
nch provades exceliend secaerity,
Two other aliematives are Sygale
Persgnal Firewall (wew. sygate.com)
i Ty Personal Firgwall

HACKERS -

THE PROBLEM

Every slige Bime you connect your
compoter 1o the Inermet, you

couid be leaving yourse

velterabile 1o compiter hackers, It {www.linysoitware.cam)
sounds like the stull of fiction, bul
hese prscrupuious progrmimers Security as standard

apead 2 kot of fime: port scanning
kg a0 application to search the
termet o computers with open
ports o exploil

There are many reasons wiy
hese hatkery do this. The first is
Bt they are lookdeg for vulnerable
EOMPAIEEDS 10 USE &5 proxy Serviers,
ond ride on the back al your I
skbess, They chfectively become
miable when they do this, and it
mear thiat they can do even mone
fetarious doeds without being
notioed. Andther reason is just to
BEnosy - they like 1o see what's on
your commpeiter and snoop anoand
your email, The worst kind ore just
malicions: (hey delberately go oul
ot fheir way 1o danoge your PC and
Bilock your Internet connection

Thess kind of sitacks are fow
and I between, o8 moat of fhe
o scanners oul there tend 1o be
e curious kind, However, some
Faciers are 50l Inoking 1o defraud
Jou, geaning personel detais be
grech card and ISP lagin
Wikermaion from your haed drive,
SO0 |s best 1o be sumspicious. of
meryone and 1aka no chances |

ANONYMOUS SURFING

UMNELT o st Bnkvrt
N EVOTY IARTIE
Al [NESRFAE

| Anyone running Windows XP can
tke advantase of the bulli-in
firewall, To activate your WinXP
lirewall, chick an “Stat’, then
Cannect To” and right-click on you
Irternel comnection. Select (he
"Progenies” butlon from (he menu
ard click on the ‘Advanced tsh
Make sure that the ‘Inleme:
Comnection Firewill' bow I% checked
and then press "OK' to exit.

Qnee your firewall is up and
running. It will manitor all incoming
and oulgoing network raffic on
your PC It does this by using
various filkers and rules o examine

¥ T gif oo e roversge an D Bup Ao,
bt Mvpventan ey @ fee job af prokng pw

HACKERS -

THE SOLUTION

Inv order 1o surf sfely, you will necd
to install o firewoll to prevent vy
urwanied atlendion from por
scarners. The two most popdtae
commercial finswall spplicotisns ane
Maorton Pessonal Firewall 2003
VEALD, www.symaniec,co.uk) aind
McAdee Personal Firewall Plus
1£320.95 per year, |
hitp:/ /uk.mcafee.com). Other

“Every single time you connect your computer
to the Internet, you could be leaving yourself
vulnerable to computer hackers”

commmiercial applications include
Presemion Farawall Pro (£24,99
www. prevanton.com) and BlackiCe
PC Protection (£34.95,
waw iss net/uk)

o course, there arg Irecware
lirewals 10 save you some cash
The mast rengwned of these i

data, and if the fikers Hlag any
Incoming packet data, it B
allowed indo your PC, Advanced
firgwialls will also monftor all the
applicatkons on your computer and
will not allow an spolication 1o
socess the Infemel without you

| gving prior permission

of senver e that they ane ofien
Lneelkabide and anll show shovn voml
sutfing espesjenoe
gil amund these imitations,
e 'I-'|. [y SEMVICES Such %
I WA ARGy miDer,
I:rrdnurl Security @nd Privagy

ik com Sl (W SiBenieT,
comi A ProsyTene Oansw,
proEyonde. e |
For mae indoirmation aboo
ananyemouy prsy tafing, vislt
g n-l-.- o i Wetiioil (wnswebviellcom)
o I vl e f
41711
i aoil the Iniemet
. F R
P
vt For @ fres
thitne e Bats of Mem
| e

.-'-.nwrmruﬂ_v_ wou could chack cir
ons ol the fiee anonymous brewing
sErices You can Ly i sefecbon of
e At The Dloak (wewna the-

t Lisng this kind

byt 1o access (he niemes and
peneralty make sure you don't Gl
Toial of hackiers.

‘jhiunﬂﬂ:!ﬁﬂ_ﬂlﬂm}s
The-Wieb's premies froe Frewall 1 s
& whusy, exty-1o-ue application
that will give you the maximum
protection for Aathing,

Wi yruanl ot o (e b e iy

Jomstleran ¥'s gival, live and sovy i ine

Whaat dows it da: This s g
yau the lcwedown on how 1o surf
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CONTENT FILTERS
THE PROBLEM

It's every resporsible parent’s duty
1o take charge of his o her child's
Internet use. With the rising tide. of
pornography and the danger of
Internet chatl rooms, it makes sense
to add another level of protection
Loy wor BRC,

‘W hive slieady explaingd how
1y st0p prorncpiaphic emall
sppeearing, In your Inbox (see the
Scuemaware section), but there's a
whode ditferent world of unsavoliry
hoappenings out there in the Workd
Wide Webe It can b quilte lowith
keeping this unwanted matenal oul
of your home, With a TV sel, you
can easity reach for the ‘oll’ swilch
whenever somnething Inappeopribe
appeears but with the Intemet you
can never tzll when sornething
disturbing or offensive will pop up.
Remember - the filth m anly cver
one mouss ciick meary.

While the majpnity of
pomography appears on Wb
slites, it's Inlernel chal rooms and
instant meessaging that parents
should lkeeep an eye on, From the
outside, chal rogins appear quite
harmiess, bud it's here thal your

fod Mawrry @ proskabhy the Sest pomlen e o
Sherr. ek oot o wor kb on juspe B0

“While the majority of pornography
appears on Web sites, it's Internet chat
rooms and instant messaging that
parents should keep an eye on”

child could be commainicaiing, with
an sdull prelending 1o be a
youngstier, e, oS
scaremongenng, bul you have 1o
rernembar thal no-ahe (s what they
opspear on the Intemet, wnless
yod've mel them in the flesh first

But there’s no need Lo get oo
paranoid. With some cacehul
monitoring, there's no reason why
yaur children can't have & perectly
e Inermed expericnce

CONTENT FILTERS -
THE SOLUTION
There are many softwwe solutions
thiat can stop your PC accessing
undesirable information. Known
coetent filkers, these block oul
Inapproprate matenal. They do this
by ussing two different mechansms

kevwond blocking snd URL
blocking. Keyword bocking uses
Itst of words that are decmd
offenshe and I3 pape contains. any
of thesg words, itis blocked, URL
blocking uses a list of banned Weh
addresses. which & updated
regularty by & third party, and the
woflware requines o subscriplion o
ke the list up-jo-dabe

I you re using btermet Explonar
then you can already use your Web
browser's filtering capalilities. In
1E6, click on "Tool”, Tntermet
Options” and then select the
'‘Content’ tab. Click an the "Enable

SCUMWARE

Tl

Thal Igacks ieveimel Explomst

B repaail this dats hack o 4
CErnL R
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ithe midders o s frwdne

EOUETTING

Rusfur
e

%, Baiiner. theoi

o ey Bounte
ch 10 wies that
I1.u.: ssiscribed w thei
dartia birse

the ookl
OIS Wil

button, under ‘Content Advisor (o
b taken oo The configuction
screol. Hefe you can desipnale
which covient i3 10 be blocked by
e Biowser. You con even sel up-i
list of spproved or disapproved
sites using this leatwre. For more
intormation, check oot wan,
microsoft.com/windows fie/using
Showto/contzntadv/configasp.
Thizre are guite a few Web-
Iiering syl ations svalatle: (he
it well kngwn of these are
Nethineny (14, www.nitraniy.
com) and CyberSitier (£24,
www,cybersitter.com), These
commerciol products have
increased filker categories and thai

DT COMAEM e nbruh:m &

Free
I yoms e Jooking fod a free
soluthon 1o this problem, there ane
a couple of applications that stand
g well pgainst their full-price
peers IProjoctYou
[www.softforyou.com| privides
Internet Filterng/ Parental Control
as well s blocking chat and
hivatard messape sessons thal
contain mappropriale words. We-
Blocker (www we-blocker.com)
may net be as advanced as
iProfectYou, but it stifl offors
pratection from Met nastes

Of course, po computer
application can replace comimaody

that con be explatied

Wiy s it 5o good?: Thiz pie of
sohtwae I packed full of lestures
and will il & woumied parent whe
control of thisi PC in no tme. !
What'’s mone EMhhmu:hu

e ot frow ity ool Proaect o i
i ot fimga| egiocnonts ot thers |

sense and the ever-walchiul eve of!
a parent, You would be foolish o
pul youar fotal st in @ compiies
ageplication lo do your job or yoo
A responsitile pacent should nevel
ket their child use the Tamily
compuber unassisted and & make
sense to abwoys have the PCina
communal area of the houwse wh
any Indernet use can alwoys be
casuslly maoniioned

FIREWALL
A ot o hantdware
syaERm e

See pages 64, 76, 80, 82 & 120 for more PC security advice



